Matthew Moore

Strategic IT Security Leader

contact career summary

Respected IT security professional with 25+ years of experience with a
record of developing agile security strategies in a highly diverse and
sensitive environment where the security culture is part of the business
strategy. Responsible for developing and implementing best practices
for Risk Management of IT systems. Always looking to solve the
problem securely instead of saying NO, as security needs to work with
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Palm Beach Gardens, FL

https://www.linkedin.com/in in
/mattmoorecissp/ the business and not be a hindrance.
professional experience education
Cybersecurity ISSM B.S. COMPUTER ENGINEERING
Pratt & Whitney / West Palm Beach, FL / February 2025 - Present University of Florida, Gainesville, FL

Head of Florida Cybersecurity Operations: Technical authority over all facets of
digital defense, data protection, and risk management for Pratt & Whitney’s ke y s Kills

regional infrastructure.
Risk Assessment/Management

e Supported the global classified cybersecurity program for the Military Engines Project Management/Roadmaps
portfolio, ensuring compliance with DoD, NIST, and JSIG requirements. Threat/Vulnerability

e Led and mentored local team of cybersecurity professionals, driving operational
Management

excellence and continuous improvement in compliance performance. . .
Governance, Risk, & Compliance

e Developed and implemented policies, procedures, and standards governing the ) o )
Business Continuity Planning

protection of classified information systems and enclaves.
) o ] ) o Secure Product Development
e Served as primary liaison in Florida with U.S. government officials, defense

. . . ) Leadership / Team Buildin
customers, and internal stakeholders on cybersecurity compliance and risk P/ 8

management matters. Secure Business Analysis

e Partnered with program and security teams to execute the Risk Management
Framework (RMF) accreditation process, ensuring adherence to classified cert i f i cat i ons

cybersecurity requirements.
CISSP (ID —48016)

https://www.isc2.org/
organizational mission priorities to enhance resilience and readiness across 2003

e Shaped long-term cybersecurity strategy, aligning program goals with

Military Engines programs.
Certified Expert RMF Professional

(CERP) (ID — 1608021601)
https://www.lunarline.com/
2016
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SENIOR IT SECURITY OFFICER
PAE/Amentum / West Palm Beach, FL / July 2013 — February 2025

Technical Director of all facets of cybersecurity and risk management

e  Established and maintained NIST-compliant GRC frameworks for robust, business-aligned Information Security.

e Implemented advanced cloud and on-premises security measures, including IDS/IPS/SIEM, device hardening, vulnerability
management, and access controls optimized for scalability and performance

e  Championed a secure and agile IT transformation, securing Azure systems and shifting from traditional "business as usual."

e  Strategized and executed comprehensive Cyber Security Roadmaps, aligning security with proactive business objectives.

e  Developed and led a risk-based program prioritizing confidentiality, integrity, and availability, fortifying Information Security.

e  Oversaw continuous cybersecurity monitoring, proactively identifying risks, compliance issues, and inefficiencies for
infrastructure enhancement.

e  Embedded security within in-house software development via a Secure SDLC program, improving Information Security.

e  Skilled in strategizing and implementing Cyber Security Roadmaps.

IT SECURITY OFFICER
CSC / West Palm Beach, FL / May 2011 — July 2013

Responsible for all aspects of cyber security, data protection and information risk management.

° Designed programs for implementing and maintaining security compliance for NAVSEA, DoD, PCl, NIST 800-53, and SOX
regulations

e  Produced monetary budgets for Desktop/Server Management group and IT Security

e  Delivered Intrusion Detection/Intrusion Prevention Systems, SIEMs, and Vulnerability Assessment Systems for the Enterprise

e  Subject Matter Expert in Enterprise Architecture of Windows Operating System hardening, Security Compliance and Patching
Solutions, Virtualization, and Secure Coding

e  Streamlined projects which involved many stakeholders to achieve the best secure outcome for the customer fiscally

ENTERPRISE SYSTEM TEST ENGINEER - SECURITY
Dell / Austin, TX / June 2010 - May 2011

Lead Product Security Evaluation and testing of 12G PowerEdge Server line.

e  Security Expert in Enterprise Product Group for Testing of "upcoming" 12G server line.

e  Developed the Product Security and Vulnerability Management Strategy for the 12G server line

e Liaison for Test organization to consult with Development on Secure Coding Practices and Threat Modeling

° Developed SMB Security Presentation on customer pain points for Security.

e  Member of Malware Tiger Team to Evaluate Dell processes and work on solutions to prevent future malware incidents

e One of founding members to create a Security Center of Excellence in Enterprise Product Group to evaluate all Enterprise

products from a security perspective.



